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INFORMATION TECHNOLOGY & CYBERSECURITY POLICY
1. OBJECTIVE AND SCOPE
The objective of this Policy is to establish guidelines for the secure, efficient and responsible use of information technology resources of Inani Securities Limited (“the Company”), protect confidential information and client data, prevent cybersecurity incidents and ensure business continuity.
This Policy shall apply to all Directors, employees, authorised users and third-party service providers who access or use the Company's IT resources, systems, networks, software and electronic records.
2. GOVERNANCE AND RESPONSIBILITIES
The Board of Directors shall oversee the Company's IT governance and cybersecurity arrangements in accordance with applicable laws and regulatory requirements.
The designated IT administrator or responsible personnel shall implement appropriate security controls, manage access to IT systems, monitor security incidents and coordinate remedial action.
All users shall comply with this Policy and promptly report suspected security incidents or violations.
3. ACCESS CONTROL AND PASSWORD SECURITY
Access to the Company's IT systems and information shall be restricted to authorised users based on their roles and responsibilities.
The Company shall, as appropriate, implement strong password controls, multi-factor authentication, restricted administrator access and periodic reviews of user privileges.
Users shall protect their login credentials, refrain from sharing passwords and promptly report any suspected unauthorised access or compromise of credentials.
4. NETWORK SECURITY AND IT INFRASTRUCTURE
The Company shall implement appropriate safeguards to protect its networks, servers, computers, software and other IT infrastructure against unauthorised access and cyber threats.
Such safeguards may include firewalls, anti-malware protection, endpoint security, network segmentation, security monitoring and timely installation of software and security updates, depending on the Company's infrastructure and risk exposure.
5. DATA PROTECTION AND CONFIDENTIALITY
The Company shall take reasonable and appropriate measures to protect confidential information, client data, financial records and other sensitive information against unauthorised access, disclosure, alteration or loss.
Sensitive information shall be accessed and shared only for authorised purposes. Appropriate encryption, data leakage prevention, secure storage and disposal measures shall be implemented wherever necessary.
Electronic records shall be retained and disposed of in accordance with applicable legal and regulatory requirements.
6. USE OF IT RESOURCES AND SOFTWARE
All users shall use the Company's IT resources responsibly and only for authorised purposes.
Unauthorised access, installation of unlicensed software, misuse of Company systems, downloading of malicious files or disclosure of confidential information shall be prohibited.
The Company shall maintain appropriate controls over its IT assets and software and ensure that they are used, maintained and disposed of securely.
7. CYBERSECURITY AND INCIDENT REPORTING
The Company shall endeavour to maintain appropriate controls to prevent, detect and respond to cybersecurity threats, including phishing, malware, ransomware, data breaches and unauthorised access.
Any suspected or actual cybersecurity incident shall be promptly reported to the designated IT administrator or appropriate Company authority.
The Company shall take suitable steps to investigate, contain and mitigate incidents, preserve relevant records and implement corrective measures.
8. DATA BACKUP AND BUSINESS CONTINUITY
The Company shall maintain appropriate data backup, recovery and business continuity arrangements, commensurate with its operational requirements and risk exposure.
Where applicable, suitable disaster recovery arrangements shall be maintained and periodically tested to minimise disruption to business operations and facilitate timely restoration of critical systems and information.
9. THIRD-PARTY SERVICE PROVIDERS
Third-party service providers having access to the Company's IT systems or information shall be subject to appropriate access restrictions and confidentiality and information security requirements.
The Company shall, as appropriate, assess relevant security risks, maintain suitable contractual safeguards and review third-party access and services periodically.
Where required by applicable regulations, third-party systems and services shall be subject to prescribed cybersecurity audits and other controls.
10. EMPLOYEE AWARENESS AND TRAINING
The Company shall, as appropriate, conduct cybersecurity awareness initiatives to educate users about phishing, social engineering, password security, safe internet usage, confidentiality and incident reporting.
All users shall exercise due care while accessing Company systems and handling sensitive information.
11. VIOLATIONS
Any violation of this Policy shall be examined in accordance with applicable law and the Company's policies and procedures. Appropriate corrective or disciplinary action may be taken, subject to applicable statutory and contractual requirements.

